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1. About this Guide

1.1. Overview
This guide covers steps to create and manage individual user(s) and User Group(s) and the

permissions provided to the various user(s) and group(s).

1.2. Target Audience
This guide is aimed at system administrators who need to create various users and user groups

using the BDB Platform.

1.3.  Supported Web Browsers
The BDB Platform is a web browser-based application. The users can run the BDB Platform and its
various plugins on the below given versions of the browsers:

Modzilla Firefox/ Firefox ESR Latest Version

Microsoft Internet Explorer 11

Microsoft Edge Latest Version

Apple Safari 10

Google Chrome Latest Version (recommended web browser)

2. Getting Started with the BDB Platform

This section explains how to access the BDB Platform and a variety of plugins that it offers:
i)  Open BDB Enterprise Platform Link: https://app.bdb.ai
ii) Enter your credentials to log in.
iii) Select an ‘Auth Type’ option using the drop-down menu.
iv) Click the ‘Continue’ option.

el s R .
»
BDE Survey » ~ 'i .
vt | F o @
bt J» e o e 1\
»w -~ -wh Sovernec :nm,m o

° v latf
Third Party APls » > Decision Platform

Lp  Dashboard Designer

Enterprise

¥
«

¥ e Self Service BI Dashboard Self Service BI
Mobility
Self Service Layer
Dala Layer  ©
Serverless Data Pipeline
Persona'’s

 Solution Architect m CxO0s
* Data Scientist Administrator | CEO, CDO, CTO, CIO.. | Citizen Data Scientist Mobile Users
 Data Engineer

* Visualisation Engineer °

cDs Business Users End Users
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v) BDB Platform homepage opens.
vi) Users get redirected to the BDB Platform homepage.
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vii) Click the ‘Apps’ icon from the header bar.
viii) It opens a panel displaying all the available plugin applications.
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Note: The above screen opens only for those newly created users who have not yet created any

document using the BDB Platform.

3. User Management

This section describes how to create a user or user group in the BDB Platform. A newly formed user must be added

to a user group to access the various platform application.

3.1.  Accessing the User Management Page
i)  Select the ‘User’ plugin from the Apps menu.

Copyright © 2015-2019 BDB www.bdb.ai
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ii) The User Management landing page opens.

o # o @
User Management m
User Groups Users Enterprise - A;tive - T
Search Group Search Use Q
Showing 25 out of 25 Showing 36 out of 36
All Groups ateet tiwari PR NN |
only DD permimssion /s © 8 Harsha Balan VAR ERONN |
nan /7 © B8 Georjo.johan VAR ERONN |
testlsecurity /s © 8 manohar VAR ERONN |
Designer /7 © B8 Parnal Dudul VAR ERONN |
TestUserGrp s © B8 Shreekant Gosavi PR ZEECHN |
Demo /s @ 8 Apratim Medhi ;S 00 8

Note: The admin can search for a specific user or group by using the ‘Search’ options.
3.2. Creating a New User Group
i)  Click the ‘New' option.
ii) A context menu opens.
iii) Select ‘Group’ option from the context menu.
Copyright © 2015-2019 BDB www.bdb.ai 5|Page
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iv) A new window asking information for a new group opens.

New Group Cancel m

Add Users to Group

Allows to add users from user list Assign

App Permissions

Allows to assign app permissions Aszign

Folder Permissions

Allows to assign folder permissions Aszign

File Permissions

Allows to assign file permissions Aszign

v) Provide the following information to create a new User Group:
a. Group Name: Enter a name for the user group (The group name should not exceed 20 words)
b. Description: Describe the user group (optional) (The description should not exceed 150 words)

New Group

Sample Group

c. Add User to Group:
i. Click the ‘Assign’ option provided for adding the existing users to the newly created group.

Add Users to Group

Allows to add users from user list Assign

ii. A new window opens with a list of all the existing users to that space.
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iii. Select User(s) by using a checkmark in the box from the displayed list of users.

Add Users to Group X

Search Q

B Select all

admin
Administrator
[ Apratim Medhi
O archnewspace
[ ateet tiwari
[ AvinJain
Note: Use checkmark in the box provided for the ‘Select all’ option to select all the existing users.

Add Users to Group X

Search Q

Select all

admin
Administrator
Apratim Medhi
archnewspace
ateet tiwari

Avin Jain

d. App Permission:
i.  Clickthe ‘Assign’ option provided to add various app permission to the newly created group.
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App Permissions

Allows to assign app permissions Assign

ii. A new window opens with the list of the available apps to select the App Permissions.

iii.  Either choose ‘Select all’ options to add all the permission or Assign various plugin/app
rights by choosing specific plugin option to the newly created User Group via the ‘Group
Permissions’ menu list (It is mandatory).

App Permissions X

Search Q

B selectall

5 User
3 Data Center

> Admin

5 Designer

s [ Predictive

O survey

e. Folder Permission:

i. Click the ‘Assign’ option provided next to the Folder Permission option.

Folder Permissions

Allows to assign folder permissions Assign

ii. A new window opens with the list of the Folder Permissions to be selected for the group.

Folder Permissions X

Search Q

Select all

Create Folder
Link a URL
Rename
Delete

Copy

Paste
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a. File Permissions:

i. Click the ‘Assign’ option provided for the File Permissions.

File Permissions

Allows to assign file permissions Assign

ii. A new window opens with the list of the File Permissions to be selected for the group.

File Permissions b4

Search Q

Select all

Modify Document
Rename
Delete

Copy

Add To Favorite

Remove From Favorite

)  Click the ‘Save’ option provided for the User Group.
New Group Cancel

Allows to add users from user list AsBIEN

App Permissions

Allows to assign app permissions Assign

Folder Permissions

Allows to assign folder permissions Assign

File Permissions

Allows to assign file permissions Assign

iii)j The newly created group will be listed under the ‘All Group’ list (as shown below):
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User Management

User Groups

All Groups

Sample Group

only DD permimssion

nan

test1security

Designer

© © O O |O
C o O @ @

Note: Users can apply the following actions on a created user group.

Option Name Description
/7 Edit To edit details for the selected user group
v Activate Group To activate the selected user group
() Block Group To block the selected user group
a

Assign Custom Fields | To assign the group-specific custom fields.

3.2.1. Assigning Group Custom Fields

This feature is provided to assign values to the custom fields.

i)  Click ‘Assign Custom Field’ option 8 provided next to a user group.

ii) The ‘Assign Custom Field to Group Users’ page opens.

iii) Select a Custom Field using the drop-down list.

iv) The ‘Manual’ field appears to insert the Keywords for the selected custom field.
v) Click the ‘Add’ icon to select user.

vi) Click the ‘Save’ option.

User Groups

All Groups

Sample Group

only DD permimssion
nan

test1security
Designer

TestUserGrp

Copyright © 2015-2019 BDB
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Assign custom fields to group users

Group Name Sample Group
Select Custom country
Fields

ywords

India €@ USA @ |

Manual

B2g0

Users

Allows ssign custom fields to users Assign
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vii) A message will pop-up to assure that the group custom fields are updated successfully.

Group custom fields has been updated successfully

Note: The default user groups do not have the ‘Edit’ and ‘Block’ icons —E.g., Admin Role and Viewer Role.

3.3. Creating a New User
i)  Click the ‘New’ option.
ii) A context menu opens.
iii) Select the ‘User’ option from the context menu.

= Group

- User

iv) The ‘New User’ form opens.

v)  Fill in the following information to create a new User:
a. Email: Email address

Short Name: Short name of the user

Full Name: Full name of the User

Description: Describe the user (optional)

Password: Set password for the new user

Confirm Password: Confirm the above password

~poomT

New User

bdbuser@bdb.ai

Cancel Save

user BDB User

Description

vi) Click the ‘Assign’ option provided for Adding the new User to Group(s).

Add to Groups

Allows to assign user to groups from group list Assign

0 Group Assigned

Copyright © 2015-2019 BDB www.bdb.ai
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vii) A window opens listing all the groups.
viii) Either choose ‘Select all’ option or select the specific group(s) by using the checkmarks.

Add Users to Group X
Search Q

@Select all
Sample Group

[ only DD permimssion

[ nan

[] testisecurity

ix) The selected group(s) will be assigned, and the number of the selected groups gets mentioned.

Add to Groups

Allows to assign user to groups from group list Assign

X)  Preconfigured custom fields display in this form. Users need to provide the required details using the
custom fields if marked as mandatory (A user gets group-specific custom fields).

Custom Fields

]
1]
=1
D

xi) Click the ‘Save’ option
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New User

xii) A success message appears.

xiii) The newly created user gets added to the user list.

User has been created successfully

Cancel Save

Users Enterprise - Active - T
earch Use Q

BDE User S 0 90

ateet tiwari / @ IO |
Options Name Description
/7 Edit Update/Edit the user-specific details for a selected user
@ Block Block the selected user
] Remove Remove the selected user from the user list
0 Reset Password | A Reset password gets sent to the registered user email

Note:

a. All the user-specific details other than email id can be updated/edited by the Update User

option.

b. If the new user gets added to the Admin Group, the new user becomes an admin.
c. Asingle user can be a part of multiple groups.

3.3.1. Default User Role

All the new users created via the User Management Module are added to a default role (the viewer
role). The default user role restricts all new users from accessing any of the Platform plugins until they

are attached to some user group.

i) Select the ‘User’ option from the ‘New’ context menu.

ii) The ‘New User’ form opens.

iii)  Provide the required information to create a new user.

Copyright © 2015-2019 BDB
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New User Cancel

defaultuser@bdb.ai

duser Default User

)

ription

C
i
=)

Confirm Password

iv) Do not add the user to any group.

V) Provide the ‘Custom Fields’ details for the new user (If marked as mandatory).

vi) A success message appears.

vii)  The user gets created and added to the list of users (By default the newly created user is
added to the Viewer Role User Group).

User Management m

User Groups Users 7En‘terpr\se - Acﬂtive v L
Seal Q Q.
;V\;V\Z/Panne;: /s v B
Default User VaRZIRCIN |
Permission /s v B
BDB User VAR RO |
Poweruser /s v B
ateet tiwari s @ D0
testUserGroup /s v B
Harsha Balan ;s 090
Kpmg Group /s v 8
Georja.johan ;S 209 8
UserGroup /s v B
manohar 7 Q91
I Viewer Role =] I
Parnal Dudul VAR ERORN |
Admin Role =]
viii)  Navigate to the ‘Sign In’ page of BDB platform and use new user’s credentials to access the
Platform.
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Decision Platform

defaultuser@bdb. ai

Enterprise hd

Copyright © 2015-2019 BDB (BizViz Technologies Pvt Ltd)

ix) Click the ‘Apps’ option. The new user can access the platform homepage, but not the platform
plugins.

B2R9° #l 0 @ 0O

BB "y Documents

Welcome to Ve WSS

BDB is a complete decision platform for all your bus ind derive an

Home Story
actionable insight into your business data. Avail 360 5, and analyzing the
g@ acquired data. Access incomparable analytics at any

Decision Platform

P Dashboard i"Df Business Story Q)E . Data Science
Designer Go beyond the classic Bl with Workbench
Design, save and publish a our ground-breaking self- Let the power of advanced
splendid governed dashboard. service Bl tool. Gain pertinent statistical analysis and
Display relevant KPIs through insights into your business by machine learning plan your
comprehensive and stunning creating wide-ranging views on next business move. Access
visual reports to attain your your own without external IT and apply accurate and
business objectives. help. customizable Predictive

models to maximize future

opportunities.

Version 4.5

Note: The BDB Platform provides some category of users (as explained below):

1. Viewer Role: Any new user created under the BDB Platform who is not added to any user group falls
into this user role by default.

2. Admin Role: The user who is a part of Admin Group gets the permissions to access all the BDB Plugins
which are provided to the group.

3. Ordinary User Role: The user allocated to any group other than Admin Role with the credited
permissions from the group fall into this category.

3.4. User Status

This feature helps the administrator to identify the various status of system users and enable an expired
user account.

i)  Navigate to the User Management page.
ii) Users can see two drop-down menus.

Copyright © 2015-2019 BDB www.bdb.ai 15| Page
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a. Type: It contains the following authentication types as drop-down options
i. Enterprise
ii.  Window AD
ii. CAPPM
b. Status: It includes the following user status as drop-down options
i. Active
ii. Blocked
iii. Expired
iv. Deleted

Users Enterprise v Active - i

36 out of 36

ateet tiwari s © 9O 8
Harsha Balan VORI |
Georjo.johan P B O |

Note: Users can select any combination of the filter values mentioned above to display
filtered/customized lists of users.

3.4.1. Activating an Expired User Account

i) Select ‘Expire’ as the status option
i) A list of all expired user accounts/ groups appears
iii)  Click the ‘Activate’ ™ icon to activate a specific user/user group

iv)  Click the ‘Reset Password’ option C tosetanew password for an activated user

B220

Users ;Ent.erprise v SE::Il{::lil;red v

Search User i Q

) User_PA _ v 9 I
AdminBDB VD

Note: By clicking ‘Activate,’ an expired user account can be activated. The user can use the old password.

However, when the user uses the ‘Reset Password’ option, the same user gets activated with a new password

(In this case, the user needs to set a new password).

Copyright © 2015-2019 BDB www.bdb.ai
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4. My Account

This section covers three options to manage settings for a user account.
i) Navigate to the Platform homepage.

ii) Click the ‘User Profile’ icon.
iii) Details of the logged-in user displays.
iv) Click the ‘My Account’ option.

O - )

e My Account

@ About

(1) signOut

v) The following page opens.

L information K Preferences  #l Change Password

GiEait
API token access

Information Show
Email bdbuser@bdb.ai Reset
Full Name bdbuser

Password Expiry Configuration
Mobile Number
Password Never @ Yes O No

Land Line Number Expires

Address Delist Mobile Device

You have not register any Mobile device

Note: By clicking the user icon, the ‘Information’ tab opens by default.

4.1. Information
This module displays personal information about the user.

i)  Click ‘Information’ on the My Account menu row
ii)  Click the ‘Edit’ option
iii) The following details display

e Email (not editable)

e Full Name

e Mobile Number

Copyright © 2015-2019 BDB www.bdb.ai 17| Page


http://www.bdb.ai/

B28°

e Land Number
e Address
iv)  The user can modify/change the required details except for the email and click the ‘Save’ option.

A Information W Preferences i Change Password
CGiEdit
Information
Email admin@bdbizviz.com
Full Name admin

Mobile Number
Land Line Number

Address

v)  The user information gets saved.

Note:
a. Itis mandatory to click the ‘Edit’ option to enter/modify the user information.
Steps to edit the Information:
Click ‘Edit’ -> Modify/ Change the details -> Click ‘Save’
b. Users can modify the other profile information except for the Email by using the ‘Information’ tab.

4.2. Preferences
The Administrator can change the preference settings of the users using this module from the left side

of the pane.

Follow the below given steps to change preference settings
i)  Click ‘Preferences’ using the My Account menu row.
ii) The ‘Document Settings’ option appears.
iii) Use a radio button to select either of the choices out of:
a. Folder
b. Document
¢. Shared
iv) As per the selected choice, a drop-down menu appears (E.g., The following image displays ‘Folder’
drop-down since Folder is selected from the Select Type).
v) Select a folder (or document) from the respective drop-down menu.
vi) Click the ‘Save’ option.

Copyright © 2015-2019 BDB www.bdb.ai 18| Page
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Preferences

o Document Settings
9 Select Type @nlder O Document O Shared

o Folder  —Select Any One— E

vii) A pop-up message appears to assure that the preferences have been updated.

Preferences updated successfullyl

Note: Folders and documents get displayed to the users as per the set preferences by the
Administrator.

4.3. Changing Password

The user can reset the password for his account using this segment.

i)  Click ‘Change Password’ on the My Account menu row.

ii) A new page opens.

iii) Enter ‘Old Password,” ‘New Password,” and ‘Confirm Password’ (the newly set password).
iv) Click the ‘Save’ option.

Change Password

0ld Passward Old Password
New Password New Password
Confirm Password Confirm Password

Save

v) The password gets changed.
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4.4. Other Related Options

The APl Token and Mobile Device access codes are displayed in the right pane of the ‘My Account’ page.
The Password Configuration can be accessed via the same page.

a. APl Token
e Itis an authentication token that is used to expose the document as an open document.
e APl token can be accessed and reset using the ‘My Account’ option.
a) Click the ‘Create’ option

API token access

AP| token is not available.
Create

b) A new API token gets created.

c) The following details appear after creating an API token
a. Show: By clicking this option the API token is displayed
b. Reset: By clicking this option the API token gets reset

API token access

Show
64768039628CB22062823C74C0A638051113

Reset

b. Password Expiry Configuration
i. Password expiry limit can be configured via this option.
ii. The user needs to select either of the choices for the ‘Password Never Expires’ out of ‘Yes’ or ‘No
options.
iii. Click the ‘Save’ option.

)

Password Expiry Configuration

Password Never Expires @ Yes O MNo

Note: By selecting ‘Yes’ via the password expiry configuration section, the user’s password will

never get expired.

c. Mobile Device Deregistration
A user can access only one mobile app at a time, to configure another mobile device he must
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deregister the registered mobile app. The ‘Mobile Device UnRegisration’ option helps the user to

deregister the registered mobile device.

Delist Mobile Device

You have not register any Mobile device

Note: Users need to register the mobile device through the mobile app.

5.Signing Out
The user can close the User section by singing off from the BDB platform.

i)  Click the ‘User Profile’ icon @ on the Platform homepage.
ii) Click the ‘Sign Out’ option.

D
@

L | e bdbuser
bdbuser@bdb.ai
@ My Account

o About

() signout

iii) The user successfully signs off from the BDB Platform.

Note:

a. By clicking the ‘Sign Out’ option, the user gets back to the Sign-in page of the BDB platform.

b. Click the ‘About’ option to open the default welcome page of the BDB Platform.

Copyright © 2015-2019 BDB www.bdb.ai
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BB My Documents
William Martin

Welcome to BDB Decision Platfol

BDB is a complete decision platform for all your business needs. Drive from data e My Account

actionable insight into your business data. Avail 360" view of your business by asg
ag@ acquired data. Access incomparable analytics at any time from anywhere on any ¢ o About

— Q) Sign Out
Decision Platform

42 p Dashboard i}f Business Story iq Data Science
Designer Go beyond the classic Bl with Workbench
Design, save and publish a our ground-breaking self- Let the power of advanced
splendid governed dashboard service Bl tool. Gain pertinent statistical analysis and
Display relevant KPIs through insights into your business by machine learning plan your
comprehensive and stunning creating wide-ranging views on next business move. Access
visual reports to attain your your own without external IT and apply accurate and
business objectives. help. customizable Predictive

models to maximize future

opportunities.

Version 4.5

5.1. Forgot Password Option
The user is provided with a choice to change the password on the Sign In page of the platform.

i)  Navigate to the Login page.
ii)  Click the ‘Forgot your password?’ option.

Decision Platform

m

Enterprise -

Forgot your password ?

Copyright © 2015-2019 BDB (BizViz Technologies Pvt Ltd)

iii) A new window opens.
iv) Provide the email id that is registered with BDB to send the reset password link.
v) Click the ‘Continue’ option.
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Decision Platform

Having trouble signing in?

To reset your password, enter the email
address you use to sign in to BizViz. This
can be your email address associated with
your account.

admin@bdb.ai

Signin

vi) Users may be redirected to select a space in case of multiple spaces under one server link( They need
to select a space and click the ‘Continue’ option once again). If users do not have multiple spaces
then, a message appears to notify the user that about the password reset link (The users receive the
reset link via their registered email.)

Password reset Link has been sent to your mail.

vii) Click the link from your registered email.

viii) Users get redirected to the ‘Reset Password’ page to set a new password.
ix) Seta new password.

X)  Confirm the newly set password.

xi)  Click the ‘Continue’ option.

Decision Platform

| Reset Password ‘

“You've confirmed ownership of the BizViz
Account, Reset your password now to
regain access,

CLOTTrT

201

un
w
m

C:-:)'_.-rg’: © 201 DB (BizViz Technologies Pvt Ltd)

xii) The password for the selected BDB account gets reset.
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5.2. Force Login

The ‘Force Login’ functionality has been introduced to control the number of active sessions up to three.
The users can access only 3 sessions at a time when they try to access 4™ session a warning message
displays to inform that the user has consumed the permitted sessions and a click on the ‘Force Login’ would
kill all those active sessions.

i)  Navigate to the BDB Platform Login page.
ii) Enter the valid credentials to log in.
iii) Click the ‘Continue’ option.

< Bl @ hitps//app.bab.ai SRlE @ | O
. D b
| R
»
iyt en D C. ! @
 £]
i n vw
< L + -
Decision Platform
o Py APY X
Al 7 MLL
-
—
i S = QRS Lo admin.user@bdb.ai
ot =
—
i » »
»
% ~ c
5 » e Enterprise -
= » 56 Sarvic it Do of Set! Sorvi 3
=0

Forgot your password ?

Serverless Data Pipoling Continue
Persona's

* Solution Architect 1 CX0s cDs Business Users End Users

® Nata Grisatict Briministratar | SEOPOA OTA PIA | Filisan Mata Crlantict Mrbite | leas

iv) The user gets the following message if the user already consumes the permitted active sessions (3
sessions at a time).
v) Click the ‘Force Login’ option.
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vi) A warning message appears that the currently active sessions are killed for the user and the user is
redirected to the ‘Log In’ page of the BDB Platform.
Note: The user can successfully login to the BDB Platform after selecting the ‘Force Login’ option to log in
the platform.
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